Secure the server

To make the server more secure we will
1. change the default ssh port and
2. we change from password authentication to key files.

The default ssh port is 22. We change this to a random port: here we take the port 4200.

- connect to your server using PuTTY

EP pi@nextcloudpi: ~ — O *

- type in:

sudo nano /etc/ssh/sshd_config

- search for

#Port 22
#AddressFamily any

- change it to

Port 4200
#AddressFamily any

here you can choose any port you like and is not yet used by another program

- save and exit (STRG+0O ; STRG+X)



https://bookstack.borghoff.ddnss.de/uploads/images/gallery/2021-04/bVHy6HSg4mOYTNHe-putty-server-login.PNG

- retart the sshd deamon

-type in

sudo systemctl restart sshd

In the next step we will create a keyfile that include a long an encrypted password that we will use
for authentication in stead of a normal passphrase.

Here i will show the way with a Windows PC and the program Putty. You can get it here:

https://www.ssh.com/ssh/putty/download
After downloading and installing Putty

- start PuTTYgen

B2 PuTTY Key Generator 7 X
File Key Conversicns Help

Key
Mo key.

Actions
Generate a public/private key pair Generate
Load an existing private key file Load

Save the generated key Save public key Save private key

Parameters

Type of key to generate:
_JRSA (_)IDSA (_)ECDSA (®) Ed2551% (C)S5H-1 (RSA)
{nothing to configure for this key type)

- change Type of key to generate: from "RSA" to "ED25519"


https://www.ssh.com/ssh/putty/download
https://bookstack.borghoff.ddnss.de/uploads/images/gallery/2021-04/zan5xgbWMjmLX3Ps-secure-puttygen-ed25519.PNG

- than klick Generate

- move the mouse over the blank area under the green bar

B2 PuTTY Key Generator 7 X
File Key Ceonversions Help
Key

Please generate some randomness by moving the mouse over the blank area.

Actions
Generate a public/private key pair Generate
Load an existing private key file Load
Save the generated key Save public key Save private key
Parameters
Type of key to generate:

BSA DsA ECDSA Ed25515 55H-1 (R5A)
Mumber of bits in a generated key: 2043

- replace the comment with something more specific for you connection; here it is the nextcloud
server so i choose "nextcloud"


https://bookstack.borghoff.ddnss.de/uploads/images/gallery/2021-04/bBROtqb1VT54hf54-secure-puttygen.PNG

E PuTTY Key Generator
Eile Key Conversions Help

Key
Public key for pasting into Open55H authorzed_keys file:

ssh-ed25519
WaAiC nestcloud

AAAACINzaC I ZDNINTESAAAAIO TEOOYEKQPpQ2nn SzINQQonp TyKwdidRTZMCIYR

Key fingerprint: |55h-ed2551ﬂ 255 be:86:cd afad: Ve 58:79:40:74:11 de:ae:23:57:10 |

Key comment: |nextcluud|

Key passphrase: |

Confirm passphrase: |

Actions

Generate a public/private key pair

Load an existing private key file

Save the generated key Save public key

Parameters

Type of key to generate:
(_JRSA _JDSA () ECDSA (®) Ed25515

{nothing to configure for this key type)

Generate
Load

Save private key

() 55H-1 (RSA)

- now copy the shown key



https://bookstack.borghoff.ddnss.de/uploads/images/gallery/2021-04/Ji6wA09A2SpOwOMQ-secure-puttygen-comment.PNG

B2 PuTTY Key Generator ? >
Eile Key Conversions Help

Key
Public key for pasting into Open55H authorzed_keys file:

K diRTZMCIY R

Rickgdngig

Ausschneiden

Key fing Kopieren 79:40:74:11:4e:2e:23:97:10 |

e Einfligen |

Key ) Ldzchen |
pas

Corfirm Alle auswihlen |

I Rechts-nach-Links-Lesefolge

Generat Unicode-5Steuerzeichen anzeigen Generate

Unicode-5Steuerzeichen einflgen -] -

Load an — - Load

Save the generated key Save public key Save private key

Farameters

Type of key to generate:
(_JRSA _JDSA () ECDSA (®) Ed25515 i) 55H-1 (RSA)

{nothing to configure for this key type)

- save this in a simple text file on your computer for later
- click on "Save private key" and save it on your computer

- you will be asked for a passphrase, this is to protect your private key file. It's up to you if you
want to.


https://bookstack.borghoff.ddnss.de/uploads/images/gallery/2021-04/lCNhZ2tiLGPW1gEZ-secure-puttygen-keyfile.PNG

E PuTTY Key Generator
Eile Key Conversions Help

Key
Public key for pasting inte OpenS5H authorized_keys file:

ssh-ed25515
AAAMAC INzaCIZD TN TEBAAAAID TS0 YEKQpQ 2nn Sz INQGonp TykwdiJRTZMCIYR
WaoAC nextcloud

Key fingerprint : |ssh-ed25519 295 be:86:cd:af a4 7e: 98 79:40.74:11:deae:23:57:10 |

Key comment: |ne:-.‘tclnud

Key passphrase: |

Corfirm passphrase: |

5 Actions
— Generate a public/private key pair

nexteloud/ppk
Load an existing private key file Load

Save the generated key Save public key

Parameters

Type of key to generate:
(_JRSA () DSA (_JECDSA (®) Ed25519 (_)55H-1 (RSA)

(nothing to configure for this key type)

- this .ppk file (here it is the nextcloud.ppk) is your secure private key and nobodyelse should have
this. Please keep it save!

- now log into your server you want to secure with this key using PuTTY

EP pi@nextcloudpi: ~ — O .

- look if there is already a hidden .ssh folder in your home directory type in:

Is -la
- if not, create one type in:
mkdir .ssh
- change into this directory, type in:

cd .ssh


https://bookstack.borghoff.ddnss.de/uploads/images/gallery/2021-04/YVJA7DoghFCxrl32-secure-puttygen-save-private.PNG
https://bookstack.borghoff.ddnss.de/uploads/images/gallery/2021-04/bVHy6HSg4mOYTNHe-putty-server-login.PNG

- type in:

nano authorized_keys

- copy the key you saved in a text file earlier

- save and exit (STRG+0O ; STRG+X)

now you can connect via putty to your server using your .ppk key file

- open PuTTY
% PuTTY Configuration ? et
Cateqary:
=- S!E!ssjon ~ | Basic options for your PuTTY session |
- Logging Specify the destination you want to connect to
= Terminal
- Keyboard Host Mame (or IF address) Port
-~ Bel |pi@192.168.178.2 |[s200 |
- Features Connection type:
=- Window (_JRaw () Telnet () Rlogin @ SSH () Serial
?;Eearance Load, save or delete a stored session
- Behaviour
. Tranelation Saved Sessions
[ Selection | |
Colo!Jrs Default Settings Load
= Connection Dynaframe
- Data Pisignage
.- Server-Laptop g
o nextcloud
- Telnet nextcloudtest -
- Rlegin pi-hale
- 35H
- Kex Close window on exit:
Host keys ) Mways () Mever (8 Only on clean exit
Cipher
.. Mh (¥}
About Help Cancel

- type in your hostname and port

- on the left got to >"Connetion" >"SSH" >"Auth"

- click on "Browse"



https://bookstack.borghoff.ddnss.de/uploads/images/gallery/2021-04/bpvKiuGRuY2GV2vS-secure-putty-select-keyfile1.PNG

ﬁ PuTTY Configuration ? ot
Categony:
- Keyboard s Options controlling 55H authentication
- Bell
... Features Display pre-authentication banner (S5H-2 only)
= Window [] Bypass authentication entirely {55H-2 anly)
ﬂppearance Authentication methods
- Behaviour
.. Translatian Attempt authentication using Pageant
- Selection [] Attempt TIS or CryptoCard auth (SSH-1)
- Colours Attempt “keyboard4nteractive” auth (55H-2)
=-C cti
= TB;:H Authentication parameters

[] Allow agent forwarding
[] Allow attempted changes of usermame in S5H-2
Private key file for authentication:

| | | Browse .. I

Cancel

About Open

- select your private key file (.ppk)

- go back to "Session" and under "Save Sessions" give it a name and click "Save"

2 P

uTTY Configuration

Category:

? o

[=I- Terminal

=~ Window

[+ Selection

[=)- Connection

- S5H

- Keyboard
- Bell

- Features

- Appearance
- Behaviour
- Translation

- Colours

- Telnet

- Rlogin

- Seral

About Help

Basic options for your PuTTY session

Specify the destination you wart to connect to

Host Mame (or IP address) Port
|pi@192.168.178.2 |l4200 |
Connection type:

JRaw () Telnet ()Rlogn ® 55H () Seral

Load, save or delete a stored session

Saved Sessions

|ne::tclnudtest |
Default Settings Load
Cynaframe
Pisignage
Server-Laptop Save
nextcloud
Deete
piole
Close window on exit:
O Aways  (ONever (@ Only on clean exit
Cancel



https://bookstack.borghoff.ddnss.de/uploads/images/gallery/2021-04/WVw8Rr8Fx5iwALR8-secure-putty-select-keyfile2.PNG
https://bookstack.borghoff.ddnss.de/uploads/images/gallery/2021-04/guekySA0fB4gUpxn-secure-putty-select-keyfile3.PNG

Now you have successfull saved your connection to your server with a key file.

When everything works fine and you can connect with your new keyfile it's time to disable the
password authentication for ssh.

- connect to your server

EF pi@nextcloudpi: ~ — O X

pifnextcloudpi:

- type in:

sudo nano /etc/ssh/sshd_config

EP pi@nextcloudpi: ~ — O by

- search for:

#LoginGraceTime 2m
#PermitRootLogin prohibit-password

- change it to

#LoginGraceTime 2m
PermitRootLogin no

- this disables the possible login via the user: root
- next search for:

# To disable tunneled clear text passwords, change to no here!
#PasswordAuthentication yes

- change it to

# To disable tunneled clear text passwords, change to no here!
PasswordAuthentication no



https://bookstack.borghoff.ddnss.de/uploads/images/gallery/2021-04/bVHy6HSg4mOYTNHe-putty-server-login.PNG
https://bookstack.borghoff.ddnss.de/uploads/images/gallery/2021-04/FlMAvUIqMfyib8jd-ssh-sshd-config.PNG

- save and exit (STRG+O0O ; STRG+X)

- restart the ssh deamon;

- type in:

sudo systemctl restart sshd

Now your server allows no longer connections without a key file.
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